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Linux everywhere since  

highly configurable 

Kconfig	files/doc	 .config	



15,000+		

options	



How to ensure that all Linux 

kernel configurations  

build/boot? 

 
Many failures are due to buggy (combinations of) options  

Developers/Users can hardly test all possible variants: 

•  Static analysis 

•  Actual builds and kernel instrumentation  
(e.g., 0-day/kbuild robot/KernelCI) 



Given a kernel configuration, 

what’s its size/boot time? 

Who knows what’s the effect of options? 
Default configurations/options’ values 

Documentation  

Smart configurators 

Bugs (unintended effects)  



Effects of (combinations of) options 

on build status/boot/size/boot time/ 

performance/security? 

General problem:  

Learning the configuration space out 

of a sample of observations  



15,000+		

options	

Linux	4.15	(%	of	types’	options)	

39000	

26000	

≈106000	configurations	



Linux Kernel 

≈106000 

configurations 

 



Linux Kernel 

≈106000 configurations 

≈1080 is the estimated number of atoms 

in the universe 

≈1040 is the estimated number of 

possible chess positions 
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Linux vs AlphaZero 
 

Building a kernel configuration takes 10 

minutes on average on a recent machine 

 

Trial and error is cheap for chess/Go, you can 

experience winning/losing billions of time 



Linux vs AlphaZero 
 

In chess/Go, you can fully observe the outcome, 

without noise and with a perfect simulator   

 

Think about technically measuring the boot time 

of a kernel out of a configuration 



Is taming the Linux kernel 

configuration space a harder 

problem than resolving Chess? 
 

costly	and		

hard	to	

engineer	
	

≈1040	#	configurations	

exploration	

≈106000	

cheap	with	a	

perfect	

simulator		



You cannot build ≈106000 configurations. 

TUXML: predicting out of a (small) 

sample kernels’ properties (e.g., size) 



Plan 

•  Sampling and Learning with TUXML  

•  Results over 150K+ configurations 

–  build failure understanding and prevention 

–  kernel size prediction 

•  Challenges 

–  “smart” build infrastructure  

–  with devs/contributors in the loop 



TUXML: Sampling, Measuring, Learning 



TUXML: Sampling, Measuring, Learning 

Docker	for	a	reproducible	environment	

with	tools/packages	needed		

and	Python	procedures	inside	

	

Easy	to	launch	campaign:	

”python3	kernel_generator.py	10”		

	

builds/measures		

10	random	configurations	

(information	sent	to	a	database)	

https://github.com/TuxML/ProjetIrma/	
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Data: Linux version 4.13.3 and 4.15 

74K+	configurations	for	Linux	4.15	

95K+	configurations	for	Linux	4.13.3	



Application 1: “Smart” build infrastructure 

Results	for	4.13.3	

	

95,854	configurations	

3,164	configuration	failures	

(5.83%	of	build	lead	to	failures)	



Application 1: “Smart” build infrastructure 

5.83%	of	build	failures	BUT	

only	due	to	16	configuration	bugs	of	Linux	and	3	configuration	

bugs	of…	TUXML	

We	come	to	this	insight	thanks	to	our	learning	procedure	
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Application 1: “Smart” build infrastructure 

1.   Some	configuration	failures	mask	other	failures	

2.   Statistical	learning	is	not	sufficient	(also	consider/

cluster	failure	messages)	

3.   TUXML	can	prevent	failures	(including	accidental	

failures)	



Application 2: Kernel Size Prediction 



Application 2: Kernel Size Prediction 

Max:	1,698.14Mb	

Min:		7Mb	(tinyconfig)	



Application 2: Kernel Size Prediction 



Application 2: Kernel Size Prediction 



Challenges 

•  Kernel CI / 0-day 

–  Our focus: testing configurations in the large 

–  Complementary! 

–  Learning techniques can be used in both contexts 

–  Sharing data 

•  Unify the force! 



Challenges 

•  “Smart” build infrastructure  
–  Other properties (e.g., boot, security) 

–  “Transfering” a prediction model for another version 
(without starting from scratch) 

•  With devs/contributors in the loop 
–  We need knowledge to validate our learning model 

–  We need knowledge to apply “smart” sampling 

–  We aim to produce actionable knowledge 

•  TUXML needs you! 
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Thanks! 

•  DiverSE research team http://diverse-team.fr  
–  Hugo Martin, Juliana Alves Pereira, Arnaud Blouin, Jean-Marc 

Jézéquel, Djamel Eddine Khelladi, Luc Lesoil, Olivier Barais 

•  TUXML team at ISTIC / University of Rennes 1 
–  Paul Saffray, Alexis Le Masle, Michaël Picard, Corentin 

Chédotal, Gwendal Didot, Dorian Dumanget, Antonin Garret, 
Erwan Le Flem, Pierre Le Luron, Mickaël Lebreton, Fahim 
Merzouk, Valentin Petit, Julien Royon Chalendard, Cyril Hamon, 
Luis Thomas, Alexis Bonnet 

•  IGRIDA http://igrida.gforge.inria.fr 
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https://github.com/diverse-project/tuxart	

	 Side	project:	Tux	generator	out	of	arbitrary	Linux	kernel	
configurations	(.config)	

Intrigued	by	Tux	logos?		

Have	a	look	and	don’t	hesitate	to	contribute!	
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